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CHASING PHONES

TUESDAY, May 25™,2010  0800-1700
Location: Rancho Cordova City Hall

2729 Prospect Park Drive

Rancho Cordova, CA 95670
Detective Aaron Edens: Is assigned to the Hayward Police Department’s
Intelligence Unit. He has previously been assigned as the Terrorism Liaison
Officer and was assigned to the Federal Bureau of Investigation’s Joint
Terrorism Task Force-International Terrorism/Middle Eastern Organized
Crime Squad. He is a certified Forensic Examiner for cellular devices and has
completed over 200 forensic examinations of phones and personal data
assistants (PDA’s).

This class will explore the methods of exploiting a suspect’s cellular phone

and phone company records to assist investigations involving narcotics

trafficking, homicide, sex crimes, gang related crimes, identity theft, and

other types of criminal activity. This class will increase law enforcement

officers’ awareness and appreciation of the evidence and intelligence located

in a cellular phone and provide students with the tools and training to prepare

search warrants to legally obtain that evidences.

Course Topics:

* Legal process for obtaining Search Warrants and Court orders.

* Proper evidentiary seizure of a cellular device.

¢ Obtaining, interpreting, and managing call detail records, cell tower
information, and billing records.

* Cell tower triangulation and GPS pinging a suspect’s phone.

* Evidence preservation and data recovery using low-cost or free alternatives
to expensive forensic software applications.

* Unlocking a locked cellular handset.

¢ Determining a suspect’s new number when he dropped his phone.

$35.00 for current CNOA members and $45.00 for non-members.
Checks are to be made out to “CNOA Region I1.”

Registration begins at 0730 hours with class starting by 0800. To register,
email Erin Horn at ehorn@wsin.riss.net or call (916) 263-1191 or fax
registration to (916) 263-1180.
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